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Abstract 
In ‘this paper  we  discuss  various  secured  web  access 
schemes using  dynamic and static approaches.  In  a 
static approach the access environment, that is, set of 
authorized users, the mode of access, their access rights, 
etc., are predefined.  This approach is suitable only for a 
static set up where the user requirements do not change 
frequently. In the dynamic approach, on the other hand, 
the authorized user  set is defined when  web pages ac- 
cess requests appear.  An interested user to the web is 
authenticated by necessary information provided by the 
user. Once the information is verified, the user is either 
given conditional access, timed access, or full access only 
to the information relevant to the user. 
1  Introduction 
A  web is a universal repository  of  information, which 
sits over the internet.  It provides unlimited and instan- 
taneous access to information and communication.  In 
addition to these, web links nearly all information re- 
siding on the internet, thus creating an interconnected 
information space.  Any user  can access desired  infor- 
mation on the web and the information can come from 
anywhere in the world. 
Today the web  is no longer a universal repository 
and a warehouse of  information  for  organizations but, 
it has become their showcase too.  Such new trends in 
the use of  web has created a conflicting scenario, which 
undermines its universality. The following examples il- 
lustrates some of  the conflicting scenarios with today’s 
web infrastructure. 
on the web for verification. This is a classic example of 
ineficiency in legally sharing  data over the web. 
Example 2  A credit card company wants to verify credit 
history and personal information of  one of its new ap- 
plicants.  If the data is not located  within the scope  of 
a predefined  site,  then the  company  cannot verify  ap- 
plicant’s  data.  This is  a  commonly used  verification 
scheme but the present systems do not provide this facil- 
ity eficiently.  Thus there is clearly  a need for a scheme 
better  than the  existing  authorization  and  verification 
schemes. 
Example 3 Federal  agencies  compile  and post scien- 
tific research data on to their web  sites.  The agencies 
may have set user permissions for a certain set of  users 
to access this information. But there may be  other legit- 
imate users like students, researchers, etc., who  would 
not be  able to access  these data. 
Example 4  Universities  post faculty information (eval- 
uation, salary,  etc.)  on the web for authorized people. 
However, after authentication a student may be  able  to 
view this information in the absence of  a reliable  access 
management scheme. 
These examples indicate the nature of  the problems 
that need to be investigated. In this paper we  discuss a 
number of  issues related to static and dynamic security. 
We discuss the authorization and access control mecha- 
nism for web documents that allows the definition and 
enforcement of access restrictions directly on the struc- 
ture and content of  the document so that the right users 
can access the right data. 
Example 1 Students of  a University  has secured access 
to their grades  over the university web.  However, when 
the student applies to other universities, then these uni- 
versities  have no permission  t#  student,s  grade 
2 
Several web  database system  architectures have been 
proposed  LORE [17], WHOWEDA [18], FLORID  [4], 
and WSQS [15].  These systems retrieve and manipu- 
guages.  For instance, in WSQS  [15] a user  can Spec- 
ify  content  and structure queries  on the WWW and 
can maintain the results of  queries as database views 
Of  the www. These web database systems 
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0-7695-1071-1/01 SI0  00 Q 2001 IEEE to access and manipulate any  part of  the data, how- 
ever, they do not address the issues of how to secure the 
web data on  views and how to define access privileges 
for different users.  In this paper, we  discuss a security 
model that can sit on top of  these systems so that web 
data can be  secured  from unauthorized  users.  There 
are several mechanisms to specify security requirements 
at  the file  level or with  reference to the HTML con- 
structs but these are very limited  [24, 231.  Our work is 
motivated by these limitations.  Figure 1 illustrates our 
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Figure 1: Web Database Architecture 
\  platform, which has four main components (a) “user in- 
terface” , (b) “access verification and authorization  mod- 
ule”, (c) “query processing”, and (d) “WebDB”  .  The 
user presents his/her access request through the “user 
interface”.  The  “access  verification”  component  au- 
thenticates the user using information provided by the 
user, such as username, password, etc. It uses the dictio- 
nary (“configuration file”), which holds the access infor- 
mation related to the user and defines the web elements 
(either on each page or part of  it called object) for an 
authorized user.  Once the user is authenticated the re- 
quest is forwarded to the query processor.  Depending 
on the materialization policy, either virtual or materi- 
alized, (discussed in detail in Section 3), the query pro- 
cessor executes the query and displays the results. One 
of  the important property of  our web database system 
(WebDB) is that the web pages in “WebDB” are stored 
in a multilevel hierarchy. Figure 2 illustrates the hierar- 
chical organization of  web pages in “WebDB”. The web 
pages other than those on leaf nodes are derived from 
their children nodes. Such architecture is important for 
the environment where the web  pages  are queried on 
aggregate data for fast retrieval of  information.  In ex- 
isting web database systems [17, 18, 4, 151 information 
is retrieved from querying underlying sources. 
With the following example (Figure 2) we illustrate 
the process relevant  web view access.  In the example, 
at the leaf level there are web pages of  each country. At 
the next  higher level pages we  aggregate the informa- 
tion  about population, industries,  area and resources, 
which is stored as separate pages as shown in Figure 
2. Then at the next higher level, we  aggregate informa- 
tion about employment  from population  and industry 
data, density from population and area, industry anal- 
ysis from industry and resources.  At the top level, we 
can have data about employment distribution derived 
from employment and density.  Such hierarchy is nec- 
essary in answering queries like  “HOW  many employees 
are there in certain area?”, “What kind of industries are 
there in a particular place?”, etc.  In this architecture, 
we can allow a set of  pre-defined users to access certain 
web pages or part of  these web pages. However this re- 
stricts information sharing among those users who are 
not pre-defined. Thus, it is important to  define the secu- 
rity measures at each web page level or at each element 
level and to enable undefined but valid users to access 
a web database. 
3  Related Work 
“Username”  and  “password” are commonly  used  for 
user  authentication.  This simple approach  has prob- 
lems of  their own.  A password is only good if  it’s cho- 
sen carefully.  The risk is that the password is vulner- 
able to interception as it is transmitted from browser 
to server.  Public  key  cryptographic  systems  provide 
a more sophisticated form of  authentication that uses 
non-forgettable electronic signature [8]. There are sev- 
eral standard access restriction techniques that are avail- 
able for protecting the confidentiality of  the documents 
at the required  site.  The commonly used among them 
are: (1) Restriction by IP address, subnet, or domain. 
Individual documents or whole directories are protected 
in such a way that only browsers connecting from cer- 
tain IP (Internet) addresses, IP subnets, or domains can 
access them. (2) Restriction by user name and password 
183 Documents or directories are protected  so that the re- 
mote user has to provide a name and password in order 
to get  access.  (3) Encryption using  public  key  cryp- 
tography where both the request for the document and 
the document  itself  are encrypted  in  such a way  that 
the text cannot be read by anyone but the intended re- 
cipient.  Public key  cryptography can also be used for 
reliable user verification [8]. 
Most  web  servers that support authorizations and 
access control mechanism use a “configuration file” that 
contains the list of users, hosts (IP addresses),  or user/host 
pairs,  which  allow or forbid  connection to the server 
[23].  The configuration  file  indicates  whether  a sin- 
gle file  (i.e.  a. web page) can be accessed by  a given 
user.  Such mechanism, however, fails to specify autho- 
rizations on different portions of  web pages.  There has 
been some work [24] that specify authorization at a fine 
granularity by  considering a Dexter-like model for ref- 
erencing portions of  a file. Sophisticated access control 
mechanisms have been proposed for supporting security 
requirements  and multiple policies  in distributed and 
heterogeneous databases [13, 281.  However, these mech- 
anisms cannot be applied in web databases because of 
flexible and volatile data organization and the semantic 
context is different. 
In [9], an access control model  has been  proposed 
for restricting  access to web  documents.  They define 
XML markup for a set  of  security elements that de- 
scribe the protection requirements of  XML documents. 
The security markup is used  to provide  instance level 
and schema level authorizations with the granularity of 
XML elements.  They maintain a dictionary that indi- 
cates which  XML elements can be accessed by a user. 
For a valid user (after verifying the user name and pass- 
word), the XML  parser displays information associated 
with all those XML elements that can be accessed by 
this user.  Their method seems to be in the right direc- 
tion towards the construction of an access control mech- 
anism when number of  users are less and there are not 
many tags in XML documents.  Moreover, when  XML 
documents are changed,  the entries in  the dictionary 
needs to be changed.  One way to solve this problem is 
to define views for each user and maintain a dictionary 
that indicates which user can access what views.  As we 
can see the number of  entries in this dictionary will be 
equal to the number of  predefined users, thus it will be 
easy to maintain the dictionary. 
4  Security Schemes 
The web database system architecture discussed earlier 
could be viewed as generation of  web pages at a higher 
level in  the hierarchy from  integrating data from the 
lower level pages. Security of  these pages is a prime con- 
cern because there is a lot of  information that could be 
associated with these pages, probably an entire database 
of  a particular company or an institution.  We envision 
two modes of  security to cater for all types of  secured 
access. 
0 
0 
4.1 
Static: To manage security in the least fluid en- 
vironment  (i.e.,  where  the contents  of  web  and 
user requirements change rarely).  Under this ap- 
proach a set of  users and their access rights are 
predefined.  Security is provided for pages or part 
of  these pages at different levels in the hierarchy 
as well  as for the pages at the same level in the 
hierarchy. 
Dynamic: To manage security in frequently chang- 
ing environment.  Under this scheme user set is not 
predefined, rather users are asked to enter appro- 
priate information that which is used  to authen- 
ticate him/her.  After obtaining the information, 
the system performs various checks on this infor- 
mation using a mobile agent that decides on the 
access restrictions to be imposed on the user. 
Static Security Scheme 
The ((static”  level security can be enforced by defining  I’ 
web  views (a web view is an instance of  web page) over 
web database. Defining  views over web are more com- 
plicated  than relational  databases since web  schemas 
[18] do not have rigid structures and they are not trans- 
parent to users. Thus, web views can be used to intro- 
duce some structure and they can group some arbitrary 
portion of  a database into a logical unit.  Another im- 
portant advantage of  views of  the web  is that it can 
be seen as personalized  web pages.  Now  a days, most 
of  the commercial web sites (e.g.  yahoo.com, tdwater- 
house.com) offer users to define their own personalized 
web pages that can have information users may be in- 
terested.  Each personalized  web page can he seen as a 
web view.  These views are dynamically generated from 
web  data stored in  HTML or  XML documents based 
on the parameters in a query [26]. These personalized 
web views can be defined either virtually (i.e. views can 
be predefined  using  view  specification language [I] in 
the web server [2] and they are computed dynamically 
usually by  a CGI script), or they can be materialized 
(i.e.  views are precomputed  and stored) [6, 16, 193, or 
these  views can be generated dynamically on-demand 
(this method is called “query-driven” method). 
When the user logs on, the system checks user’s va- 
lidity.  This can be done by  creating  a configuration 
file by  “htpasswd” program.  This file is stored in web 
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administrator’s directory who enters user’s names and 
passwords.  The passwords in  this  file  are encrypted 
using a simple algorithm and it is important that “ht- 
passwd”  is readable by the web server.  It is also pos- 
sible to create separate passwords files for various web 
directories but all the password files should be stored 
in  ‘L/passwd”  directory.  Any web access to a file in a 
private directory will cause the browser to prompt for a 
username and password.  The owner of  that file, is the 
only person  that can change passwords  and add new 
users to the file. 
There can be two approaches for implementing the 
access control, namely (1)  to materialize web views, and 
(2) to define virtual web views. Recall that a web view 
is an instance of  web  page that is  automatically con- 
structed from XML documents using a program. 
Materialized  Web  Views:  Materialized  web 
views are predefined web  pages that are created 
for each set of  users and these views reside on the 
web server  (i.e.  these web  pages are not gener- 
ated each time a user logs on or each time a page 
is requested).  Web  view materialization  [16, 251 
is different from the traditional web caching tech- 
niques  [7, 5, 121.  The problem  of  web  view ma- 
terialization is  similar to that of  deciding which 
views to materialize in a data warehouse, is known 
as the “view selection” problem.  However, there 
are significant differences between the two.  First 
of  all  although both problems aim in decreasing 
query response times, “warehouse views” are ma- 
terialized in order to speed up execution of OLAP 
queries whereas web views are materialized to avoid 
generating the same information again and again. 
Secondly, since web  views are defined as a result 
of user requests, unlike “warehouse views”, the re- 
sulting search space for decision problem is signif- 
icantly smaller. Finally, web  view materialization 
problem may not have any constraints, where as 
most  view selection algorithms impose some re- 
source constraints.  This access control approach 
is shown in Figure 3. 
The main drawback of this approach is wastage of 
storage because of  the redundancy involved. Sec- 
ondly, the problem of update occurs as same infor- 
mation may exist in many pages, which requires 
that each  page  has  to be  updated  each  time a 
change occurs  and this  is a major maintenance 
overhead. 
Virtual Web Views: Virtual web views are dif- 
ferent from the materialized  views because they 
Materialized  Views and Scripts 
Access Verification  Algorithm 
T 
4 
User  Web Database 
Figure 3: Materialized Web View Scheme 
are computed  on the fly.  This is the most com- 
mon way in existing database-backed web servers 
for automatically generating a hypertext for data 
presentation  purpose and is based on the virtual 
views that refresh the data dynamically [27]. Re- 
cently, there has been some work on defining the 
views over a semistructured data [a, 11.  Virtual 
web views are computed dynamically on-demand, 
usually  by  a CGI script.  The cost  to compute 
the web  view increases the query response time. 
Virtual web view approach is shown in Figure 4. 
t 
(Querv  processing and access verification algorithm) 
c 
I  Integrator I 
/ha 
Web databases 
Figure 4:  Virtual Web Scheme 
4.1.1 
These methods do provide ample security to HTML or 
XML documents (web pages), however, their main dis- 
Limitations of Static Security Scheme 
185 advantage is that the system has to maintain either a 
predefined set of  user names or a predefined set of  do- 
main names or both  and access restrictions for  each. 
And  by  doing this, these systems restrict  information 
from  being  shared over  the web.  That is, only a set 
of  users who are predefined can access the information. 
A user who does not have any entry in the configura- 
tion file cannot access the information.  The following 
explain illustrates the inefficiency of  these approaches. 
The university’s web site maintains a list of  users, typ- 
ically students and staff  members.  The students have 
access to their grade information and other academic 
data. In the event a student grade information needs to 
be verified by another university considering a transfer 
application by  the student, the system will  not share 
this information because of  access restriction. However, 
the university cannot open up the system to public ac- 
cess due to matters related to information privacy. 
4.2  Dynamic Security Scheme 
The problem is to design a security system that interacts 
with the user  cumulatively and thus provides  authen- 
tication and personalized  views based on analysis and 
verification of  the interactive results. The server makes 
use  of  mobile  agent technology  to cumulatively inter- 
act with user and to move to related servers and verify 
data provided by  the user.  Thus a given  server  need 
not predefined a set of  users and permissions.  It would 
be the mobile agent’s responsibility to provide the user 
with an initial set of  questions and based on the answers 
provided by the user, the agent generates questions dy- 
namically, thus interacting cumulatively with the user. 
Based on all the answers that the user provides, the mo- 
bile agent performs verification operations by traveling 
to different sites on the web and verify data provided by 
the user.  Based on the findings of  the mobile agent the 
system decides on the access restrictions to be imposed 
on the user. 
There are three main problems that are eminent in 
dynamic level security approach.  The first problem is 
to design  a mobile  agent.  Mobile  agents  are agents 
that can physically travel across a network, and perform 
tasks on machines that provide agent hosting capability 
[21]. This allows processes to migrate from computer to 
computer, for processes to split into multiple instances 
that execute on  different  machines, and to return  to 
their  point  of  origin.  Unlike  remote procedure calls, 
where  a process  invokes procedures of  a remote host, 
process migration allows executable code to travel ancl 
interact with databases] file systems, information ser- 
vices and other agents.  Mobile agents should have the 
following properties: 
0  Goal oriented - they do not simply  act in re- 
sponse to the environment; 
0  Communicative -  they are able to communicate 
with other agents; 
0  Mobile - they are able to transport themselves 
from one host to another. 
In addition to this will also have the capability to 
interact with the user cumulatively.  The second prob- 
lem is to define a method to identify  the right users. 
In order to achieve this, the mobile agent should have 
the capability to dynamically generate questions based 
on data provided by the user and should be capable of 
deciding whether or not the user is a legitimate user. 
The  third and final problem is to determine a method 
to decide on access privileges given to the users.  Since 
user authorization is dynamic, the level of  access rights 
varies for every user depending on the investigation of 
the mobile  agent.  If  the mobile  agent, decides that a 
user be given certain privileges, the problem lies on how 
to do this as they are determined dynamically. 
4.2.1  Designing a Mobile Agent 
The ability of  mobile agents to fragment themselves into 
many pieces  that travel to different  points across the 
network sounds promising.  It might enable new forms 
of  interaction, such as negotiating agents that travel to 
vendors seeking the best deal, or meeting places where 
agents can “get together” and communicate [21].  The 
technology of mobile agents, where software pieces of ac- 
tive control and storage (called mobile agents) travel the 
network and perform tasks distributively, is of growing 
interest as an Internet technology. Such mobile process- 
ing can be employed in large scale census applications in 
statistics gathering, in surveys and tallying, in reading 
and collecting local control information, etc.  This dis- 
tributed computing paradigm where local pieces of  data 
are getting accumulated in a mobile unit presents new 
information security challenges.  Conversely, we plan to 
make use of  this mobile agent technology to provide se- 
curity for an information database. The basic problem 
involves the design of  a mobile agent that is capable of 
traversing on untrusted (curious) network while gather- 
ing and securing data from the nodes that it visits. This 
kind of  performance is imperative due to the functional 
nature of  the desirable mobile  agent in the proposed 
plan of  approach. 
There are two basic functions that need to be per- 
formed by the mobile agent.  The first is to perform a 
user interactive session, and verify if  the data provided 
by the user is valid. The next function is to  authenticate 
the web user to access the local client and to provide a 
186 set off  access restrictions for the user, based on the in-  when it is the focus of the user’s attention, and manag- 
teractive data or information.  ing the memory required to store its resources, such as 
The process of  setting up an interactive session with  graphics and data. Without the API and the underly- 
the user and verifying if the user is a valid user involves  ing services, a Windows application would be unneces- 
three phases.  sarily complex.  It should be noted that this approach 
also leads to the standardization of  applications, that 
is, applications can only use a certain number of func- 
tion calls, which  are well  documented  and supported. 
Provide the user with a predefined set of questions 
and take user input for processing. 
0  Process the data provided by the user for gener- 
ating queries dynamically in a predefined format, 
and take user  input  for  processing  to the next 
level. 
0  Perform a verification algorithm  including  both 
static and dynamic verification to assess the va- 
lidity of  the user. Static verification refers to ver- 
ification  of  IP addresses and such.  Dynamic ver- 
ification  involves the agent moving to the remote 
server and checking for validity of the information. 
The next step is to authenticate the user on the local 
server. This involves, providing a session id for the user, 
identifying what data can be provided to the user and 
what  cannot, changing access restrictions on the data 
the user completes using the system, and resetting the 
access rights.  We  plan to make use of  a LLFramework” 
model for the mobile agent given in [lo]. 
In order to facilitate the tasks of mobile agents, they 
must have (a) communication, (b) transportation, and 
I  for  the active session  id, deleting the session id  after 
I 
An  “Agent Framework”  provides  the execution space 
in  which  an agent  may  choose to perform  a task or 
series of  tasks with  minimum  restriction,  while main- 
taining efficiency and providing,  security both for the 
legitimate Agents and against malicious intruders. The 
“framework” is the key to the success of  the agents in 
providing the service for which they were designed. We 
plan to use the “Agent Framework” model to design an 
efficient mobile agent to perform its tasks. 
4.2.2  Identifying the Right Users 
The process of  identifying the right users involves analy- 
sis of  the user input. Consider the example of  a student 
applying for a transfer from university  “A” to another 
university  “B”  ’. The enrollment office of this university 
attempts to verify the validity of  the information pro- 
vided by the student by accessing the other university’s 
web site.  The task of  the mobile agent that resides on 
“A”  ,  is to verify the validity of  the user. It is a three-tier 
process.  The mobile agent first asks the user a prede- 
fined set of  questions. 
(c) data storage and extraction capabilities. These ca- 
pabilities provide the basic level of  service under which 
0  What is the user’s location? 
they  can be expected to operate above the code that  .  What is the name and URL of the University re- 
provides the decision processes, which lead to the invo- 
cation of  those services. In addition to the provision of 
questing information? 
these services, the “Framework” must also allow agents  What is the position of the user in this university?  - 
to execute their internal code, and maintain their state 
at all times.  The LLframew~rk’7  should me able to in- 
0  What is the name of  the student? 
187 it is necessary to give the requested information to the 
user.  This is done by asking questions to the user like, 
0  What is the student’s identification number? 
What is the student’s date of  birth? 
0  What is the enrollment date of  the student? 
0  Which school did the student previously attend? 
These kinds of  questions will help determine if  the user 
has an application from the.student. Thus the mobile 
agent is now certain that the user is a valid user, and 
that the server can share information to the user. 
4.2.3  Providing Access Restrictions 
The  next task of the mobile agent is to  determine the ac- 
cess restrictions it can provide to this valid user. Upon 
determination of  the user’s validity, the agent  creates 
a session id for this user, and assigns to this user  ac- 
cess permissions to the data that resides on the server. 
The agent should be capable of  this because. With the 
interactive question-answer  session with  the user, the 
agent now knows that the user is required to access in- 
formation pertaining to the required student. Thus, the 
agent allows the user to retrieve information.  But, the 
agent should also be careful not to give secure informa- 
tion to others. After the user has retrieved the required 
information the agent should end the session by expir- 
ing the session id and resetting the access permissions. 
Thus, the mobile agent should be capable of  all these 
operations. 
The above mentioned functions of  the mobile agent 
explain its use in one case: the case of  a student’s infor- 
mation  being verified by another university.  However, 
on a general approach, we would like to put forward a 
few concepts. 
The agent assumes that the data base has two dif- 
ferent sets of data, one that can be shared and the other 
that has higher security parameters. The latter requires 
conventional security access methods like user based or 
domain based restrictions or a combination of both. The 
former is the data that can be shared, but yet  has se- 
curity concerns. This data can further be classified as: 
The data that is used  by  the agent  to assist in 
determining the validity of  the user. 
The data that is provided  to the user only after 
validating the user. 
This assumption does not impose changes to any exist- 
ing data models.  The mobile agent by itself  should be 
capable of  defining a set of  rules on the data to satisfy 
the above mentioned criteria. 
One of  the problems is how quickly a mobile agent 
can authenticate each  user  without having  any  prior 
knowledge about each user.  One of  the approach is to 
define a set of  rules that form some initial basis based 
on the classifications of users. Another approach can be 
based on referring other parties that have already es- 
tablished secure communication with the mobile agent. 
Another problem is how to maintain the initial authen- 
tication between the mobile agent and the user so that 
when  this user  logs on second time, the mobile agent 
does not have to  establish the authentication again. One 
idea is to maintain a log file that contains all the infor- 
mation about user  and the conversation between  user 
and mobile agent.  When the user logs on, the mobile 
agent should check the log file first. If  the entry of  this 
user is found, the agent should verify the user’s identity 
by asking a set of  questions related to the information 
stored in log file. 
5  Conclusions 
Authorized access of web organizations today need ad- 
ditional control over the use of  their information on the 
web.  Some of  the important ones are (a) authorized 
users should be able to “see” the web views only rele- 
vant to them, (b) organizations should be able to define 
and efficiently authenticate (validate) new and old users 
respectively, (c) organizations should be able to use web 
views to structure and group arbitrary portion of  the 
database into a logical unit, (d) organizations  should 
be able to personalize and create web views, (e) organi- 
zations should be able to provide security at the “page 
level” and also at the “tag level”, and so on. 
When data is  classified and the cost  is  associated 
with data, it becomes very important to provide secu- 
rity so that the right users can access the right  data. 
In this paper we  have discussed static and dynamic se- 
cured web access schemes using mobile agent. We have 
also discussed the design of  mobile agent for dynamic 
authentication of  incoming users. 
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